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Using Adobe Flash Media Server to Deliver Live and On-Demand Video

Y November 2010-2011

PRODUCTION
Adobe Creative Suite Production Premium 5.5

DELIVERY

Adobe Flash Media Server 4.5
with HLS streaming to Apple devices

PROTECTION
Adobe Pass for TV Everywhere
Adobe Flash Access 3 (DRM)

PLAYBACK
Adobe Flash Player 11
Adobe AIR 3 / AIR for 10S / AIR for Android
OSMF 1.6

OPTIMIZATION

Acquisition of DemDex
Adobe Digital Marketing Suite (Omniture)

MONETIZATION
Acquisition of Auditude for Ad Delivery




Creative Suite 5.5
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Adobe Flash Access
DRM
Flash Media
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Adobe Flash
Media Server

Flash Player AIR
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STREAM
2:45p -3:30p

Streaming Options
Protocol Review

HDS streaming

HLS streaming
Multicast + P2P delivery
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M3u8 Variant Playlists (Apple)
F4M Variant Playlists (Flash)
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PROTECT
3:45p - 4:30p

Development

Media Frameworks
Protected HDS

Protected HLS

Protection Options Review

Demonstrations
PHDS
PHLS

Summary
Video Solutions Review
What to expect from Adobe...
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Consistent video Experiences
= Live, VOD,
= H.264, AAC
- P2P,HTTP,RTMP
= Desktop, Mobile, TV

Dynamic Streaming
= Adaptive Bitrate
= Enhanced Seek, DVR

Protected delivery
= Encrypted protocol, SWF V

Video Performance
= Reduced Battery Consumption
= Optimized Encoding

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Consistent
Video Experiences
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Flash Media Server 4.5 - What's New

Increased Reach at Lower Cost with Flash + iOS Delivery - deliver content to
iPad and iPhone

. Deliver to Flash and iOS with the same media

Built-in Security Mechanisms Provide Ease of Deployment
for Lower Protection Requirements

- Flash-enabled devices: Cacheable key delivery built on Flash Access
client

= Increased robustness over RTMPe
= SWF Verification
= No license server means no additional infrastructure

= iOS: Apple iOS encryption

Simplify Publishing Workflow, Reduce Storage Costs with Real-time HTTP
Packaging

smonReab-time hklTP-packaging means no requirement to prepare content in

advanca

ADOBE FLASH MEDIA SERVER 4.5

SECURE VIDEO EXPERIENCES CONSISTENT ACROSS DEVICES

Media Delivery Communication

Protected HTTP Streaming for Adobe Flash  Scalable p2p introduction

HTTP protection built on Adobe Flash Access with no services for Adobe Flash

additional DRM license servers to add massive scale Increased capacity and fault-tolerance of
your social or enterprise video and voice

Protected HTTP Streaming for Apple iOS apps

Use the same media and live streams you can deliver and

protect full adaptive bitrate experiences to Adobe Flash Support for SIP-enabled devices

Apple devices and HTMLS browsers. Integrate devices and conferencing
technologies with a unified communication

Robust Media Origin services application using new SIP gateway services,

Control your media publishing workflows, add redundancy,

control access and protection, manage QoS

On-Demand stream packaging
Publish faster, reduce storage costs and save time by
publishing video once with full adaptive bitrate support.

11/8/2011



More Video to More devices --- Consistently

DESKTOP

SMART TV Browser

App

HLS: HTMLS Browser
HLS: AIR for 10S player SMART PHONE / TABLET
HDS: OSMF 1.6
HDS:

Video Edit from Premiere

|( Browser  App —‘

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

APPLE HLS STREAMING + PROTECTION

MPEG2-TS format (HLS)

Video on Demand
Live with DVR Time shifting
Adaptive Bitrate

Same Source MP4
Content protection
Variant playlist support
In-Browser

Native App or AIR for 10S

Adaptive Bitrate for
Live and VOD
App Store Ready
Protected

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential Al
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HTTP Dynamic Streaming: 2010 Workflow Diagram

File Format: MPEG4-Fragment (f4f)

Protection: Flash Access (Encrypt / SWFV / Output Protection)

Player Framework: OSMF / Flash Media Playback / Strobe Media Playback
Live Packager: Adobe Flash Media Server 4

Flash Player: v10.1 (Desktop, Mobile, etc..), AIR 2.0 (Desktop, Mobile, etc..)

© 2010 Adobe Systems Incc i d. Adobe Confidential.

HTTP Dynamic Streaming: 2011 Workflow Diagram

/ Flash Media Server 4.5 \

HTTP Origin

DYNAMIC PACKAGING
F4F (Flash) + HLS (Apple)

Live + VOD
DVR with Rolling window

PROTECTION
FAF / HLS

DYNAMIC MANIFESTS

\ F4M(Flash) + M3u8(Apple) /

File Format: MPEG4-Fragment (f4f)

Protection: Flash Access (Encrypt / SWFV / Output Protection)
Player Framework: OSMF / Flash Media Playback / Strobe Media Playback

Live Packager: Adobe Flash Media Server 4 APPLE i0S
HLS/MPEG
Flash Player: v10.1 (Desktop, Mobile, etc..), AIR 2.0 (Desktop, Mobile, etc..) 2Ts

rved. Adobe Confidential
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LIVE BROADCAST WORKFLOW

Unified Packaging, encrypting and manifest creation (.ts and .f4f)

»
»

!

RTMPe
MULTICAST
P2pP

o
»
) |

Il

PACKAGE

PROTECT EXPERIENCE
CAPTURE ENCODE DELIVERY
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Adobe Flash Access 3

= Streaming or Download video
Multi- protocol (RTMP / HTTP)

= Flexible usage rules
Time-based, output protection A content protection and
monetization solution

= Variety of business models
rental, subscription, electronic sell-through

= Cross-platform
Windows, Mac, Linux, Android

= Playback in Flash Player 10.1 and Adobe AIR 2.0

desktop only in current version - mobile coming soon

= Approved by studios as part of DECE

Digital Entertainment Content Ecosystem

© 2010 Adobe Systems Incorporated. All Rights Reserve
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Flash Access 3.0 - What's New

Studio Approved Content Protection - Now on Mobile

= Android support today, more to come

Increased Efficiency for Massive Broadcast Scale

= Reduced operational cost with production efficiencies:

pre-generate or embed licenses

Ability to Support 24x7 Linear Content

= Rotate keys for always-on content without updating
content or license

= Increased scalability

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Content Protection Needs

Security + scalability Satellite, Cable, Linear

Linear (iptv), Video On Demand ) Distribution Provider
Higl

Strict it . i Online Distributors

ric .sgcurl Y requirements . Of Studio Content

Subscription, rental Medium think... Movies

“Episodic, Live

Minimal/basic protection Broadcasters
Ad-funded video broadcast Low think...Sports, Concerts, News, Ad-
supported

No protection
UGC/promotional None Advertising, UGC

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.
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Content Protection Needs

Security + scalability Satellite, Cable, Linear
Linear (iptv), Video On Demand Distribution Provider

Strict it . i Online Distributors
rict security requirements Of Studio Content

Subscription, rental think... Movies

“Episodic, Live

Minimal/basic protection Broadcasters
Ad-funded video broadcast Low think...Sports, Concerts, News, Ad-
supported

No protection
UGC/promotional Advertising, UGC
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ADOBE FLASH MEDIA SERVER 4.5
USECASES  Protected HT TP Streaming (PHDS)

LeRCEY Broadcaster

live online publisher
Enterprise streaming

FEATURESET * HLS/Apple iOS encryption
Cacheable Key Delivery
Built on Flash Access client
Increased robustness over RTMPe
Asset/player binding (SWF Verification)
No license server
Simple configuration (per server, per asset)

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Adobe Pass for TV Everywhere

ADOBE FLASH ACCCESS 3

DRM

Online VOD publishers; IPTV
Enterprise download & play

DECE - Ultraviolet (UVVU) approved DRM
Key Rotation (new!)

License Chaining (new!)

Domain support (new!)

Output Protection for Device Filtering (new!)
Offline Playback

Advanced business rules

Persistent encryption

Asset/player binding (SWF Verification)
Revocation and Renewability

Adobe Pass now supports top US

providers representing 90% of
pay TV households

Programmers & Publishers Connected Devices Pay TV

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Providers

A

Adobe

11/8/2011
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AME Demo

Flash Media Live Encoder

Multi-britrate support
DVR/PVR Support

H.264 + AAC support
Local Archiving

Auto Adjust (new for 3.1)

Works on both PC and MAC
100% Free!

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential

7 new FLASH encoding Profiles
7 new APPLE encoding Profiles
For Tablet, Phone, Desktop and TV

Full Adaptive Bitrate for un-interrupted viewing

e AdoObe® Media Encoder CS5.5

11/8/2011
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Get out your mobile device or desktop
AdobeKT : "adobefms”

Open your Web Browser
Browse to: http://192.168.1.250/sme/

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Using Adobe Flash Media Server to Deliver Live and On-Demand Video
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CONTEXT
1:30p - 2:30p

Adobe Video Solutions
Video Delivery Overview
Flash Media Server 4.5
Content Protection options

Demonstrations
Production to Distribution
Stream to Desktop

Stream to Android / Blackberry
Stream to 10S

ved. Adobe Confidential.

Spelled out

HTTP Dynamic Streaming (HDS)
(RTMP) Dynamic Streaming
RTMPe / SWF Verification

BINY

Peer Assisted Networking
Multicast

Multicast Fusion

Flash Media Live Encoder

OSMF

Flash Player and AIR

STREAM
2:45p -3:30p

Streaming Options
Protocol Review

HDS streaming

HLS streaming
Multicast + P2P delivery

Demonstrations
M3u8 Variant Playlists (Apple)
F4M Variant Playlists (Flash)

11/8/2011

PROTECT
3:45p - 4:30p

Development

Media Frameworks
Protected HDS

Protected HLS

Protection Options Review

Demonstrations
PHDS
PHLS

Summary
Video Solutions Review
What to expect from Adobe...

A

Adaptive bitrate streaming (live+vod) over HTTP to Flash
Adaptive bitrate streaming (live+vod) over RTMP to Flash
Content Protection for RTMP (in Flash Media Server)
Content Protection for HTTP (PDL + HDS)

Enables Flash clients to assist in live video delivery (RTMFP)
Hardware-assisted live video broadcasting

Adobe's blending of IP Multicast and P2P

Live Encoding Software from Adobe

Video player development framework

Client Runtime containing codecs, programing engine,
protection

26
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Webcasting has become Broadcasting

© 2010 Adobe Systems Incorporated. All Rig

How Far we've come...

1996 Live Broadcasts
Tina Turner / CHUM Broadcasting (broadcasting at 12kbps)

Juno Awards Online Backstage Production

11/8/2011
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Video is more than just playback

If we were just focused on Video playback - we

would have been done many years ago.
(2002: Flash Player 6 and 7 introduced streaming + Progressive Delivery)

Adobe Innovations + standardization
High quality Live
Standard Video/Audio Codecs

Standard Delivery protocols (RTMP /
HTTP/P2P/Multicast)

Real Time Protection - driving new revenue channels
on Video

High quality delivery - Multi-bitrate, Stream
Reconnection,

Bonus Features - DVR functionality, SMPTE timecode,
multicamera

Standard Video player Framework (OSMF)
DRM

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Adobe Video Solution Providers
www.adobe.com/go/fmsp

Content Delivery
Over 20 CDN's Worldwide

Encoding
Over 15 partners worldwide

Publishing aliali,
Over 17 partners worldwide cisco

Development

Over 10 partners worldwide -
Advertising

Over 10 partners worldwide

* *
u @ = thePlatform

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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When to use HTTP Dynamic Streaming

Delivery cost reduction

Easier firewall traversal

Higher burstable capacity

caching

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Utilize Internet caching infrastructure

Utilize standard CDN load-balanced networks and HTTP infrastructure

N -

T
C
p

©2010 Adobe Systems Incorporated. Al Rights Reserved. Adobe Confidential

When to use What

"“LIVE Enterprise + User Generated Content”
Lowest Deployment cost

No CDN

Easy Deployment + Protection workflow

"“Big Broadcaster + Mobile”

Massive CDN Scale

Increased Publishing workflow
Requires Content Protection strategy

"“Mid-size Broadcaster + Enterprise”

High quality of service

Maximum reach

Easiest Deployment + Protection workflow

11/8/2011
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Protocol Support with Flash Media Server versions

Flash Media Flash Media Flash Medi
Streamin, g Interactive Enterpris
Serve Server Server
IP Multicast v v
Unicast v V4
Peer Assisted v Vv
Multicast Fusion v v
Progressive Download v v v
T HTTP Dynamic
C Streaming VOD
HTTP Dynamic Y v v
P Streaming Live
HLS Streaming for Apple v v v
RTMP v v ™
z RTMPE v v v
P RTMPT v v v
RTMPS SSL v v v

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Broadcasters trust Adobe technology
to stream massive live events to the desktop

Standard Video Codecs: H.264/AAC
Universal Content Protection: (RTMPe/Flash Access)
Consistent Streaming: RTMP, IP Multicast, P2P, HTTP

17



Video feature fragmentation: CODECS

Ogg

O e @ O

H.264

O

O

O

Using Flash to reach multiple devices consistently

® O e e O

11/8/2011
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Broadcasters want to reach audiences
using multiple devices...

Live Streaming workflows are complicated
and expensive to manage!

Simplifying online video broadcast workflows
to reach your entire audience potential

COMING SOON FROM ADOBE

HTTP
RTMP

MULTICAST
P2pP ‘
PACKAGE
PROTECT
CAPTURE ENCODE DELIVERY EXPERIENCE

11/8/2011
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RTMP Streaming

=)

Unicast to Flash using RTMP

Pros
Multi-Bitrate (MBR)
Seek/Pause/Resume
Works for non multicast-capable clients
Cons
Scaling tends toward expensive & difficult (possibly less so with HTTP)

No hard latency bound under congestion (i.e. TCP retransmission)

11/8/2011
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RTMP Dynamic Streaming

Simple Publishing workflows
Pre-Packaging - None
Pre-Encrypting - None

Widest possible reach

Excellent quality of service
Adaptive Bitrate
Enhanced Seeking
Reduced Disruption

Lowest Latency

Simple Scalability
Advanced Edge Cache management

Real Time Data push

Multi-way interactive

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

RTMP has delivered the world's largest live events

2007 - Operation MySpace

2008 - Obama'’s US Presidential Inauguration
2009 - Michael Jackson funeral

2010 - FIFA World Cup

2011 - Royal Wedding, ESPN

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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Multicast / Peer Assisted delivery

=)

Ultimate Capacity
Ultimate Cost Reduction

Multicast on the Adobe Flash Platform

Ul stream IP MULTICAST
ubtic & Internat streaming Internal enterprise streaming
HTTP / RTMP Dynamic Streaming UDP Broadcast
. roadcas

Maximum Reach i
Real Time protection = Hardware-assisted

Server/Client relationship » No Server required

RTMP Tunneling over HTTP = Limited external reach
APPLICATION MULTICAST ADOBE MULTICAST FUSION
Massive live delivery (public) Internal enterprise streaming with Peer Assist
= Peer 2 Peer technology = Delivery higher quality of service
= Flexible and massive scale = Increase reach
= No hardware requirements = Hardware + software assisted
= Low cost delivery = Rendezvous servers required

= Rendezvous servers required

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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IP Multicast

IP Multicast required Router Hardware support

Multicast from Adobe is Encrypted all the time

Pros
High bitrate capabilities
Low network impact

Infrastructure Scaling

Cons

Hardware Infrastructure
requirements

Limited QOS options

No Seek/Pause/Resume

IP Multicast
No end-user opt-in

IPv4 and IPv6 multicast
supported

Any-source (traditional)
multicast supported

Source-specific multicast
not (currently)
supported

Runnable in “serverless”
mode

© 2010 Adob

Multicast Fusion

Enterprise friendly!
Explicit opt-in to “peer assisted networking'
No client “Supernodes” by design!

Requires RTMFP introducer
FMS 4 or Adobe Cirrus @ labs.adobe.com

Bootstrapping to neighbors in Group can be

= Manual: adding peerIDs to groupspec early, or adding
to NetGroup at runtime

= Automatic: via LAN peer discovery - no introducer
needed

= Automatic: via server channel to introducer

46

11/8/2011
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Peer Assisted Networking
on the Adobe Flash Platform

Reduce Infrastructure costs

Reduce Bandwidth costs

Help enable new Social applications

Foundation for Massive media delivery

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Flash Media Server 4

with Peer Assisted Networking
Delivering a great experience
with no bandwidth costs

Adobe MAX 2010 Day 1 Keynote

24
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Peer Assisted Networking Dialog
appears after the client connects
to the server, and enters a peer
group

Opt-in approach allows end-
users to be aware that upload
bandwidth will be used

Your site is identified in the
dialog

Developers can have different
responses depending on the
user's response

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential N (0] Way to d | Sa b I,e th | S d | a I,og

Understanding P2P video delivery

« IN: Current bitrate of the video
» OUT: Upload bandwidth being distributed
« CURRENT NEIGHBORS: Number of neighbors being served by you

« BUFFERED: amount of player video buffer
« ESTIMATED MEMBERS: number of P2P clients in the group

25



The Multicast Advantage: Our Starting Point

Unicast (client-server) with RTMP or HTTP

Pros
Multi-Bitrate (MBR)
Seek/Pause/Resume
Works for non multicast-capable clients
Cons
Scaling tends toward expensive & difficult (possibly less so with HTTP)

No hard latency bound under congestion (i.e. TCP retransmission)

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Flash Player 10.0 (November 2008)

Introduced in Flash Player 1 (November 2008)

Now at 95% penetration
Allows data flow between Flash Players

Managed P2P solution

No network probing

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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Redefining the perception of P2P

P2P can be good for the network
Reduce hardware costs
Access control

Media flow control

Peer Assisted Networking uses it's

neighbors to help distribute T/y ﬁ_‘l\)x

Send media

Send data \ \
Send messages Z /

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

[P Multicast

IP Multicast leverages UDP
network broadcasts to
deliver content

No server connection

required

Single copy of the stream

pa:sed I’ihrough the N
hetwor Multicast

© 2010 Adobe Systems Incorporated. Al Rights Reserved. Adobe Confidential
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The Multicast Advantage: Step 1

Scale up using IP multicast-enabled routers

Pros

Improved latency under congestion

Easy and cheap to scale! (from an FMS and bandwidth perspective)
Cons

No MBR

No Seek/Pause/Resume

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

The Multicast Advantage: Step 2

Fusion of IP multicast and P2P multicast!

P2P mesh gets stream to clients not connected to multicast routers

Similar pros/cons as IP multicast with improved reach but more potential
latency in the P2P mesh

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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FMS Multicast: 10K Foot View

We're “relaying” a source Stream into a Group

Multicast sample app shipping in FMS 4 is a good starting point

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Deploying Multicast Fusion

Fusion in CA
P2P multicast elsewhere

Unicast for VPN and non-UDP users

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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Adobe Enterprise TV High L il ing Network Diagram

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Flash Groups: the Foundation for FMS Multicast

Every Group is defined by name, capabilities and hashed passwords for any
auth-limited capabilities

Each multicast stream is scoped to a Group
Clients use a “groupspec” to join a Group
Example: “G:01010b...00..."

Canonical groupspec is the shared Group ID

Groupspec may also encode local client settings

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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HTTP Dynamic Streaming (HDS)

=)

Increased capacity through caching
Improved Mobile experience

HTTP Dynamic Streaming

Replicated the Experience of RTMP
Support for all Flash-enabled Codecs
Standards-based MP4 Fragment format
Cacheable Content
Live DVR
Adaptive Bitrate + Enhanced Seeking + Start Anywhere
Content Protection powered by Flash Access
Continuous protection of content throughout the distribution chain
Pre-built video player (OSMF)
for rapid custom video player development
easy integration with advertising and analytics

Bitrate throttling to help ensure only what is watched is delivered

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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HTTP Dynamic Streaming: Offline Workflow Diagram

File Format: MPEG4-Fragment (f4f)

Protection: Flash Access (Encrypt / SWFV / Output Protection)

Player Framework: OSMF / Flash Media Playback / Strobe Media Playback
Live Packager: Adobe Flash Media Server 4

Flash Player: v10.1 (Desktop, Mobile, etc..), AIR 2.0 (Desktop, Mobile, etc..)

© 2010 Adobe Systems Incc i d. Adobe Confidential.

HTTP Dynamic Streaming: Dynamic Workflow Diagram

/ Flash Media Server 4.5 \

HTTP Origin

DYNAMIC PACKAGING
FAF (Flash) + HLS (Apple)

Live + VOD
DVR with Rolling window

PROTECTION
FAF / HLS

DYNAMIC MANIFESTS

\ F4AM(Flash) + M3u8(Apple) /

File Format: MPEG4-Fragment (f4f)

Protection: Flash Access (Encrypt / SWFV / Output Protection)
Player Framework: OSMF / Flash Media Playback / Strobe Media Playback

Live Packager: Adobe Flash Media Server 4 APPLE i0S
HLS/MPEG
Flash Player: v10.1 (Desktop, Mobile, etc..), AIR 2.0 (Desktop, Mobile, etc..) 2Ts

rved. Adobe Confidential
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HTTP Live Streaming (HLS)

-

Protected Delivery to Apple Devices

Options to Deliver to Apple Devices

Safari Browser Apps

Create using HTML5
video tag Native App: Developed using Obj. C.

Live / VOD support AIR for 10S App: Developed using Adobe tools
with Hardware Accelerated Video
M3u8 Manifest
Exactly the same experience
Adaptive Bitrate

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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APPLE HLS STREAMING + PROTECTION

Video on Demand

* Segmented in real time
» Same-Source (h264)

» Adaptive Bitrate

Protection

» AES-128bit encryption
o SSL Key Delivery

* Apple Device Binding

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

HLS Streaming

/ Flash Media Server 4.5 \

HTTP Origin

DYNAMIC PACKAGING
HLS

Live + VOD
DVR with Rolling window

PROTECTION
HLS AES128; SSL Key Delivery

DYNAMIC MANIFESTS

-«

File Format: MPEG2-TS (Apple HLS definition)

Player Framework: QuickTime foundation

VOD/Live Segmenter: Adobe Flash Media Server 4.5

rated. Al Rights Reserved. Adol

Live Streaming

* Source from RTMP

* Audio Extraction

» Timecode support

* DVR support with Rolling window

Playlist
* Variant Playlist support

Protection: AES-128 Bit Encryption - Key Delivery using SSL

Flash Player: Not required (note: AIR for 10S will consume HLS)

11/8/2011
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Using Adobe Flash Media Server to Deliver Live and On-Demand Video
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PROTECT
3:45p - 4:30p
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Media Frameworks
Protected HDS

Protected HLS

Protection Options Review

Demonstrations
PHDS
PHLS

Summary
Video Solutions Review

What to expect from Adobe...
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VIDEO PLAYER

Open Source Media Framework (OSMF) e

= Simplifies the development of media players
= High quality, rich playback experiences
= Multi-protocol
= HTTP Dynamic Streaming
= RTMP, RTMFP, Multicast, p2p
= Pluggable component architecture
= APlintegration
= Reporting and analytics

= Lowers development costs, facilitates faster
turnaround

= Open framework facilitates collaborative
development

= Benefits publishers, Adobe tool users, and
ecosystem partners

= FREE
www.OSMF.org

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

OSMF App Studio by Kit Digital http://osmfappstudio.com

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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Strobe Media Playback in action

© 2010 Adobe Systems Incorporated. All Rig ed. Adobe Confidential

rated. All Rights R
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Manifests for HTTP delivery

Manifest files contain basic play information
Adaptive Bitrate Profiles
Source URLs
Playlists
DRM Protection
Encoding details (i.e. H264) Profiles

Encapsulation information (Fragment bootstrap or Segment URLs)

Generated and served to the Video Player BEFORE playback
Automatically by the CMS
Targeted to Device

Targeted to User

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential

Manifest files are the Key to HTTP Streaming

2 Profile Request

Dynamic m3u8 1 Variant Playlist
[ m3u8
3 s playlist D
Dynamic m3u8
Video Source CMS
Single Source File / Stream Content Management System

© 2010 Adobe Sys

39



Variant Playlist (M3u8) and Set level Manifest (F4M)

M3u8 variant playlist is a text-based description of the media set - designed for
Apple iOS devices and QuickTime

o —

D

F4M set level manifest is an XML-based description for Flash / AIR

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

F4M Manifest (Adobe Flash)

Request will return
information to the

player

BootStrap
Information - used

to assemble the
fragment requests f \
DRM Metadata

VOD -only 1
request

LIVE - Request
every 4 sec
(relative to

Fragment duration) k J

© 2010 Adobe Systems Incorporated. Al Rights Reserved. Adobe Confidential
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M3U8 Manifest (Apple iOS)

The variant playlist request will
return information segment
information to the player

s information are the file requests
by the player

Operates like a play list ( J
VOD - file is fixed

LIVE - file will grow

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Adaptive Bitrate switching

Video Not
Performing
1 Profile Request
Dynamic m3u8 OO Variant Playlist
T (Resident in Player)
2 s playlist D
Dynamic m3u8
Video Source CMS
Single Source File / Stream Content Management System

Set Level Manifest
(Resident in Player)

Video Not
Performing

©2010 Adobe Systems Incorporated. All Rights Re:
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Adobe Manifest File Generator

« Easily create M3u8 and F4M variant playlists and manifests
= Ships with Flash Media Server 4.5

« Available on Adobe.com as a free download (coming soon!)

Adobe.com
Adobe Developer Connection

©2010 Adobe Systems Incorporated. Al Rights Reserved. Adobe Confidential.
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Content Protection Needs

Security + scalability Satellite, Cable, Linear
Linear (iptv), Video On Demand Distribution Provider

Online Distributors

Of Studio Content
think... Movies

Strict security requirements
Subscription, rental

. . . “Episodic, Live
Minimal/basic protection

Broadcasters
Ad-funded video broadcast Low think...Sports, Concerts, News, Ad-
supported

No protection
UGC/promotional Advertising, UGC

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Configuring Flash Media Server for PHDS + PHLS

Server is configured in 2 locations
For VOD: Apache Conf
For LIVE:
Apache Conf
FMS Config - Application.xml
FMS Conf - Event.xml

Full Configuration Options

http://adobe.ly/sHvPOr

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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Configuring VOD Protection

Simple as enabling the feature

Encryption Scopes: Server or Stream

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Adobe.com
Adobe Developer Connection

©2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.
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Lynda.com training

http://bit ly/fms4-5

Free Video Tutorials on Adobe.com Gt S

http://adobe.ly/uzwV2Z

|OS Streaming
http://adobe.ly/sCwUpt

Adaptive Bitrate Streaming
http://adobe.ly/sHCPvV

http://www.adobe.com/devnet/flashmediaserverhtml
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Expert Series to get you started

http://adobe.ly/uh3LW]

More Information

CIRRUS
http://labs.adobe.com/technologies/cirru
s/

FMS on AMAZON

http://www.adobe.com/go/fmsaws/

Flash Media Enterprise Server 4

http://www.adobe.com/products/flash
mediaenterprise/

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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F4F file format Spec: www.adobe.com/devnet/f4v.html

Full File format
details

DRM Metadata
Structure

Format options

HTTP Dynamic Streaming Whitepaper

Technical Details

= HTTP Dynamic Streaming
Tools

DRM + Protection

= Deployment Options
Key Use Cases

« File Formats
Online Resource Guide

http://www.adobe.com/products/httpdynamicstreaming/pdfs/httpdynamicstreaming_wp_ue.pdf
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Adobe Flash Player

A Robust and secure media delivery platform

HD video delivery with standard codecs
H.264/AAC

Desktop + Mobile Hardware Acceleration
PC, MAC, Android, Blackberry

Multiple streaming protocols
RTMP/e; HTTP Streaming; Peer Assisted Networking; IP Multicast

Real Time Interactive experiences
video and audio capture (with Echo Cancelation)

Robust and Simple Content Protection
Adobe Flash Access and RTMPe

Live/VOD Adaptive Bitrate (HTTP and RTMP)
Adobe Flash Media Server

VIDEO
PLAYBACK

11/8/2011
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Flash Player 10.1 pL\,{qI\l()BE,SCK

= Flash Player 10.1 allows your content
to reach your customers wherever
they are:
Desktops
= Smartphones
Netbooks
= Other Internet-connected devices
= Consistent and broadly adopted
runtime
= Reuse code while adapting to
individual device capabilities

GPU acceleration for video decoding and
animation

Multi-touch gesture support
Accelerometer support
= Robust content protection powered by
Flash Access 2.0

= HTTP Dynamic Streaming support

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.

Adobe AIR e

Desktop applications

HTML/Javascript (AJAX),
SWF content

Cross-platform

Repurpose existing content
for online/offline delivery

Play downloaded content
protected with Flash Access
(desktop only)

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential
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VIDEO
PLAYBACK

Open Screen Project

= Built on the Flash Platform
= Widest reach across operating systems and devices
= A community of more than one million developers
= Powerful, rich authoring tools
= Consistent runtime for standalone
applications and web browsing
= Optimized for high performance on mobile screens

= Leverages native device capabilities
(contextual applications)

= Availability expected in the first half of 2010
= Support for major device platforms:

= Android

= BlackBerry® platform

= Symbian® OS

= Palm®webOS

= Windows Mobile®
= Close to 70 ecosystem partners

= New partners include:

© 2010 Adobe Systems Incorporated. All Rights Reserved. Adobe Confidential.
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